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This is the second in a series of articles discussing the internet tools I use as an anti-money

laundering analyst. You can find the complete toolbox here, and my previous article on

tools for researching companies here.

Banks play an important role in the world of financial crime. On the one hand, bank

compliance units spend countless hours and billions of dollars searching for and

reporting dubious transactions to assist law enforcement in stopping crime. On the

other hand, banks are sometimes knowing conspirators in that crime: Danske
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Bank’s Estonian subsidiary, for example, appears to have funneled billions in
suspicious Russian funds into the rest of the world. Theirs was not simply a passive
ignorance — the Russian central bank itself warned Danske’s head office about the
laundering operation — but the inexplicably high profits from the tiny satellite

branch were too much to pass up.

For compliance analysts and other researchers, understanding the banking
landscape is crucial for investigating financial crime. Tracing correspondent
banking flows, checking counterparty banks’ reputations, and accessing credit card

data can be the key to catching money laundering or other illicit activity.

I've put together a list of a few tools I've found useful in my work. The relevance of
some of these tools will vary based on the user’s position and goals, but I hope
everyone will find something to add to their arsenal. Let me know what you think,

especially if you have a site for me to add!

Negative News String
Link

A Google search string that covers all the basics: if the entity name has any
obvious/reported links to financial crimes, including bribery, drug trafficking,

fraud, etc., this will return that information.

Go gle "Glencore" AND marijuana OR ~embezzelment OR corruption OR bribery ¢ .!., Q

All News Images Shopping Videos More Settings Tools

About 236,000 results (0.56 seconds)

Glencore hit with US subpoena over alleged money laundering ...
https:/'www.theguardian.com/business/.../glencore-subpoena-us-department-of-justice =
Jul 3, 2018 - Shares in world's biggest mining firm fall as it faces potential investigation.

U.S. slaps Glencore with subpoena as part of money-laundering probe ...
https://www.reuters.com/...glencoare.../glencore-gets-u-s-subpoena-on-compliance-wit... -

Jul 3, 2078 - LONDON (Reuters) - LS. autharities have demanded Glencore (GLEN.L) hand over
documents about jts business in the Democratic Republic of Congo, Venezuela and Nigeria as part of a
corruption probe, sending the mining company's shares down more than 8 percent. Swiss-based
Glencore ...

Glencore Tests U.S. Sanctions Resolve With Gertler Payments ...
https:/fwww.bloomberg.com/ .. /glencore-to-restart-payments-to-sanctioned-billionaire... =

Jun 15, 2078 - Glencore Plc, the world's biggest commodities trader, is testing the limits of U.S. ... Gertler
was sanctioned by U.S. for alleged bribery, corruption.

Glencore May Face U.K. Bribery Probe Over Congo Dealings ...
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Binlist
Link

This a very cool tool for finding information about credit and debit cards. The first 8
numbers on payment cards are known as the IIN or BIN, and they contain
information about the card issuer and the card itself. Drop those numbers into this
site, and it will tell you a) what financial institution issued the card (e.g. Bank of
America), b) the country the card was issued in, ¢) what network it belongs to (e.g.
Visa or Mastercard), d) whether it is a credit or debit card, e) whether or not it is a

prepaid card (surprisingly important for money laundering research), and a couple

other good bits of data.

| —
—_ )
4571 7360
Visa Debit Jyske Bank, Hjarring
www, jyskebank.dk
F— +4589893300
Visa/Dankort No
. i= Denmark
16 Yes [latitude: §&, longitude; 10)

SWIFT Code Lookup
Link

SWIFT is a messaging system used to make international wire transfers. Each bank
has it’s own “handle” in that messaging system, which is typically referred to as a
BIC (Bank Identification Code). Knowing a BIC can be important for tracing where

wires were sent to/from or where they passed through.

Each BIC has the same structure: a 4-letter bank code, a 2-letter country code, a 2-

character location code, and possibly a 2-3-character branch code. For example,
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CHASUS31HPQ: CHAS is for JP Morgan Chase; US is the country; 31 is the location,
which in this case is NYC; and HPQ is the branch.

I've tried a number of different BIC lookup sites, and this is the best one. Others
either a) return false/unclear results, b) don’t allow you to search partial codes, or c)

don’t have a user-friendly interface.

The BIC Search provides access to the basic BIC Informalion. For professional purposes, please subscribe to the new SWIFTRef

Directories
BIC @
Institution name @& Dizcover
SWIFTRef
City @ Iirectories
Country & All countries H
Challenge @ E?.KM NAQX Discover the

BiC-to-LEI

Relationship file

Please enter the challenge to continue

Chailenge response &

What is a BIC? Learn more

Country Codes List
Link

The 2-letter country code above follows a standardized protocol that isn’t always
intuitive. Cambodia for example, is KH, and Algeria is DZ. For that reason, I like to

keep this list handy.
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Country Alpha 2 Alpha 3 Code UN Code
A
e Afghanistan AF AFG 004
LeoAaLA Aland Islands AX ALA 248
L Albania AL ALB 008
® Algeria 0Z DZA 012
= American Samoa AS ASM 016
L Andorra AD AND 020
= Angola AD AGO 024
423 Anguilla Al AIA 660
Antarctica AQ ATA 010
i Antigua and Barbuda AG ATG 028
: Argentina AR ARG 032
L Armenia AM ARM 051
i Aruba AW ABW 533
E= Australia AU AUS 036
= Austria AT AUT 040
L Azerbaijan AZ AZE 031
B
= Bahamas BS BHS 044
= Bahrain BH BHR 048
: Bangladesh BD BGD 050

Routing Number Search
Link

Like SWIFT BICs, routing numbers are bank-specific codes combined with account

numbers to help process transactions, but they are used for different types of

payments. I've not personally had occasion to use routing numbers in

investigations, but I keep this nearby just in case.

Armerican
Bankers
Association.

About ABA Training & Events Issues & Advocacy Compliance

ABA Routing Number Lockup

Tools & Resources

Contact Us

Press Room Consur

Products ABA Foundati

Sharc | f |wlE]o]

This website allows for single lockups of routing numbers, It is intended for use by individuals who need to look up their financial institution's routing number. Users ¢
this service are allowed no mare than two lockups per day and are limited to ten lookups per month. Users wha need additional lookups or need a more robust teal
acecessing the ABA Routing Nurnber database should contact Accuity, the Official Routing Number registrar.

If you have any questions concerning this site, please call 1-B00-BANKERS (226-5377) or e-mail custservgabacan,

Please complete:

ABA Routing Mumber:
Or

City:

* Required
Validate that you are a person, not a robot:

|
I'm not a robot L
Investopedia

Link
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* Financial Institution Name:

* State: Zip Coda:

i
o
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Like many other financial investigators, I'm not from a

banking/business/finance/etc. background. I often need to define terms or

understand more about how certain banking processes work. Investopedia has
rarely let me down — it has many entries on a wide variety of topics, and they’re

accessible without sounding childish. Just replace the Xs with your term and search

away!

I INVESTOPEDIA

Credit Facility

What is a 'Credit Facility’

A credit facility s a type of loan made in a business or corporate finange
context, including revalving credit, term loans, committed facilities, letters of
credit and most retail credit accounts. Companies frequently implement a
credit facility in conjunction with closing a round of equity financing or

raising money by selling shares of its stock. A key consideration for any CRE DIT

company is how it will incorporate debt in its capital structure while

considering the parameters of its equity financing. FACILITY

Next Up

,
meury | MRIGION | commroncum LT

S B S

BREAKING DOWN 'Credit Facility'
A credit facility lets a company take out an umbrella loan for generating capital over an extended

narind nftimea

Oanda Currency Converter

Link

There are many, many currency converters out there, but I like this one because you

can change the conversion date. For example, you can find what a Euro payment in

October 2013 equalled in USD.
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i .?i'.‘
{ t\_‘\‘n

> Currency Converal

TRADING CURRENCY CONVERTER MONEY

Currency Converter

Currency Converter Historical Exchange Rates Live Exchange Rates Transfer Money @M
Currency | Have: Currency | Want:
== US Dollar USD - & Euro EUR «
AMOUNT: | have this-much to exchangs { } AMOUNT: went io buy somathing st this prioe
1 0.76876

Want to transfer money? Try our Monay Transfer service INTERBANK +/- 0% - DATE: 4 Jan2z0 2005 » B HELP®

Currency List Wiki
Link

If you work with international payments, it can be helpful to see currency codes and
find out where currencies are used. This table also links to pages for individual
currencies, which have images of coins/banknotes and other info that could be

useful in investigations.

List of circulating currencies by state or territory |eai)

State or territory!! = Currency! 42! ¢ | Symboll-s | 130 couattl ¢ | FACHONAL | Number

unit | ta basle
| Abkhazian apsarI.Er . (mme} "{nnnsJ. . [mne} :“[.mns}. |
| == Abkhazia t - - : -
| Russlan rubte B RUB Kopek 100
'-ﬂ ﬁ.\Tgﬁanismn Aignan alghani . ¥ : AFN ' F'*.ui 100
| 45 Akrotiri and Dhekolia | Euro I |EUR | cont [ 100
| I ~lbania Albanian lek l L :hLL | Qindarka l 100
l .Eldemey poundEl l £ E{none: I Penny l 100
| == Alcamey | British pound!™ £ | GBR I Penny 100
The Fourth Series of the Central Bank of Jordan!™!
Value I Dimensions | Maln Colar Obverse . Reverge Prinfed Date lesued Date Watermark
|1enar | 133 74 men | I.meln;'lagr-eeo | Frussein bin Al | Great Arab Aevan T [ aen a0, 2000 Shanf Huzsein bin Al
|| Scinars | 137 % 74 men | Brick aranga Abdullah ey al-Hussen | Ma'an Palace Abdullah | ben al-Hussein
Docembar 22, 2002
'I 10 dinars | 141 x 74 men | Blue Talal bin Adullah Firat Jardanian Parliament Buiding | appn Talal bin Abdullah
i 1423
1 20 dinars - 145 % 74 mm | Cyan Hussetn bin Tatal Dome of the Rock Husssein b Talal
- Febeuary 2, 2003
"} | 50 dinars | 149 x 74 mm | Pink and brown | Abdullah bin a-Hussein | Raghadan Palace Abduiiah Il bin al-Hussein

List of Banks Wiki
Link
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This is a landing page with links to several lists of banks (all banks in the world,
largest banks by assets, banks by continent, etc.). Bank websites are not very

effective for finding business information like assets, branches, subsidiaries, etc., as

most are oriented toward online banking and advertising. Wiki pages are a good

resource for finding that research information at a glance.

Al-Rajhi Bank

Friom Wikipedea, 1he res eneyclapaedia
(Redimncipd feom Al Rajhi Bank}

Tne Al Rajhl Bank [Arabic: e 8 ) (previousty known as Af Fajhi Banking and investment Corporation)®l is a Saudi Arabian bani and the Al Rajhi Bank
world's larges: Istamic bank by caphal based on 2015 data.l51
The bank is Saudl Arabla’s lasgest bank by market valua™ and the Kingdom's second largest lendad™ with over SR 330.5 billion in AUM (388 bilion)lE! gl Lpan @
i) i fi . Spie
and aver 600 branches. ™ s head oltice Is located in Riyadn, with six regional offices. Al Ra|nl Bank 2150 has branches In Kuwalt and Jordan, and & Al Rth' Bank
subsidiary in Malaysia.
Type Publc [Tadawuk 1120:5)
Contents [nida] Industry Banking, inansial servces
1 History Folinded 1857 31 yoars ago
1.1 Foundatan Headquarters Riyadh, Sawdi Arabis
1.2 Juoint stock Numbar of 500+ Branchos
1.3 He-branding lacations 4,700+ AThiz
; 73,000+ FOS
1.4 Internaticnal expangion 3
. Key people  Abdullah bin Suleiman Al
1.5 Localexpansion Rl
2 Opardliong [CRaaman)
2.1 Trading Stedono Bestaminl
CoED)
2.2 Al Rajhi Bank Shariah Groug Products Financial Sondces
2.3 Board of diractors = "
S Revonue i 5F 635 bitkon (02 2018")
e Operating A SH 843 bilken (02 2018)
241 Kuwai Inceme
2.4.2 Jordan Het income A SH 4,95 hilkan {02 2018)
FDIC BankFind

Link

Another nice way to find bank information, as long as the bank is in the US or is

otherwise regulated by the FDIC. In addition to regular “demographic” information,

you can find the bank’s regulator, the location of its branches, and other useful

information. I use this over Wikipedia whenever possible, especially if I need to list

it as a source.
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Bank of America, National Association

100 Morth Tryon 5t
Charloite, NG 2B202

FDIC Cerlificate #: 3510  Bank Charler Class: M

Definitfan Demographic Information October 18, 2018 June 30, 2018
1 Stalus Active Active
2 Bank Holding Company (Regulatary Top Holder) B Nobs! HANK OF AMERICA CORPORATION
3 Cerlificates 3510 3510
4 Federal Reserve (D Mumber AB0228 480228
Bank of America,
& Instilution Name Mational Bank of America. Mational Associalion
Associaton
& City State.Zi Chonictie:NC. Charoito, NC, 28202
7 Numbaer of Domaestic Officas 4433
& Number of Foreign Offices 229
f Offices in insured ofher araas His
A0 Interstate Officas Yo
11 Summary Of Deposils Jdune 30, 2017
12 Current List of Total Offices Offices
Al Other
15 Asgel Concentration Heeraschy Specialization = 1 All olher Over 1 Balion
Biiion
14 Subchapler S Corporation Mo
15 County Macklanburg Meckienburg
18 Mebrapolitan Statistical Area Charlolie- Charlolte-Concord-Gastonia, NC-5C
Concord-
Gastona, NC-5C
17 Estableshod Date October 17, 1804 Oclober 17, 1904

AB FPats sl Fasashilanicanss Pasiassd AABE dascasd 4ASE

Know Your Country
Link

A helpful place to catch up on country-specific banking risks. The site publishes
country reports that include information on sanctions, inclusion on regulatory

blacklists, bribery risk, the country’s economy, and other helpful information.

@ Know'Your COLJI“:T_I')-' Homiz Country Reports Updates Cther Information

by AML Toolbox | Medium

Save 1o CEV-file Painit this page

June 30, 2017
Artive
BANK OF AMERICA CORPORATION
3510
480228

Bank of America, Mational Association

Chadlatle, NC, 28202

4637

229

MIA

Yaz
dune 30, 2017

All siher Over 1 Billion
Mo
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Charlotte-Concord-Gastenia, MC-8C

Oclober 17, 1904

Emmcnm:d 4ARY
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Higher Risk
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Mt A FLDWhits liet saniualent inrisdicrtinne

FATF Homepage
Link
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The Financial Action Task Force is an international organization that handles
money laundering and illicit finance issues. It serves as a forum for multilateral
collaboration and produces policy recommendations and other related documents.
From an investigation standpoint, relevant documents include “mutual evaluation”
reports, which are assessments of countries’ money laundering regimes by other
member states, and typology reports, which are research/explanatory reports
focused on certain aspects of financial crime.

FATF

HOME  ABOUT COUNTRIES  PUBLICATIONS [ii] Calendars [N

asgarch will assist counlrins in klenbfying, assessmg and undorstandng tho monoy lundenng and 1emmnigt financing risks that thoy are caposad 10, Onog theso rigks an propoty

Leam more 3

Refine selection: 55 Methods and Trends Publications: Sorted by Recentfirst | Page 1/6

Irehaing:
FATF Monitoring of Terrarist Financing Risks and Actions Taken lo Combal ISIL, Al-Qaeda and

| E Affiliates Financing

19 Ot 2018
Tapie e Al URIRIE O e vnlving linancing swategies of 15IL, AHQaeda and alliliates since the FATF 2005 repans.

Methots And Trends [55)
Financial Flaws fram Human Trafhcking
02 Aug 2018

Cormption (2} 5] This repor aEms Yo Fasse @Warerdss abolt 1 bype of financial ransachions that can kentfy haman tralfcking bor semual axpiofaton,
forced labour ar for ramioval af organs.

FATF Gareral (7)

FATF Aecommandations {2)

o Financial Fiews frorm Human Trafficking {pdf, )
Financing Gf Protileration (1)
&. Fingncial Flows from Heman Traflicking - Executive Summary (pdl, )
Miutual Evaluations (1) O]

Professional Maney Laundaring

Regianal body N
26.Jul 2018
Country v This reparts icoks al the ischniques and tools used by prolessional maney laundevers and alms 1o help couniries kentity and dismants
mhem
Daocument type|s) Nl & Professional Monev Laundering (edl. §
FFIEC Manual String

Link

The FFIEC (Federal Financial Institutions Examination Council) manual is the AML
analyst’s bible. It's the document that sets out what regulators look for in tests of
financial institutions’ compliance practices, but it also includes good information
about red flags associated with different schemes and banking practices. As with
any bureaucratic document, it’s really long (there are like 20 appendices), so I

usually search it with a Google string.
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Bank Secrecy Act
Anti-Money Laundering Backward | Table of Contents | Farward
Examination Manual

APPENDIX F: MONEY LAUNDERING AND
TERRORIST FINANCING "RED FLAGS"

The following are examples of potentially Suspicious activities, or “red flags” for both money
laundering and terrorist financing. Although these lists are not ali-inclusive, they may help banks
and axaminers recogniza possible money laundaring and terrorist financing schemes, FInCEN Issues
adwvisaries containing examples of “red flags® te inform and assist banks in reporting instances af
suspected maoney launderfng, terrorist financing, and fraud. In order to assist law enforcement in its
offorts to target these activities, FinCEN requests that banks check the appropriate box{es) In the
Suspiclous Activity Infarmation section and include certain key terms in the narcative section of the
SAR. The advisories and guldance can be found on FINCEN's website. 77 Management's primary
focus should be on reporting suspicious activities, rather than on determining whether the
transactions are In fact linked to money laundering, terrorist financing, or & particular crime.

The following examples are red flags that, when encountered, may warrant additional scrutiny, The
mere presence of a red flag is not by itself evidence ol criminal activity. Claser scruting shauld help

to determine whether the activity Is:suspicious or ene for which there does not appear to be a
rassonable business or legal purpose,

Potentially Suspicious Activity That May Indicate Money Laundering

Customers Who Provide Insufficient or Suspicious Information

= A -:ustamnr uses unusudl or suspiclous identification decuments that cannot ba readily

awil

OFAC Sanctions Lookup

Link

Sanctions are all over the news these days, and policy is always changing. The US

sanctions regime is likely the most consequential and thorough in the world, and it

is administered by the Office of Foreign Asset Control (OFAC) under the Treasury

Department. They have a nice webform that allows you to search the sanctions list

for individuals or companies and find directory information about them (e.g.

nationality, address, etc.) if available.

'O F AC

Qffice of Formian Assals Control Sanctions List Search
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The Financial Crimes Enforcement Network (FinCEN) is the US financial
intelligence unit, and it is a hub for illicit finance information. This link is to the
newsfeed of the Network’s “enforcement actions,” which are essentially rulings
against financial institutions that have engaged in illegal activity. This is useful for
researching individual institutions, but it is also a valuable source for keeping up on
financial crimes trends. Other agencies issue enforcement actions or similar
rulings, which can be found via Google. Other notable FinCEN resources: this

Geographical Targeting Order (GTO), which requires title agencies to report on cash

real estate purchases in certain areas (Miami, San Antonio, NYC, Hawaii, western

California); and the 311 Special Measures list, which includes entities of “special

money laundering concern.”

Enforcement Actions

Testimmy Under the Bank Secrocy Act (BSA), 31 1L5.C 5311 ¢t seq., and its implementing regulations 21 31 €.FR. Chapter X (formery 31 CRR. Part
L), FirlCEM iy Bring an enfancement dction for vielatians of (he reparting, secordkeeping, ar etber reguiteenents of the BSA FinCEN'S
Office of Enforcemient evaluates enforcemant matters that may result in a varlety of remsedies, including the assessmions of civil monay
hracal Bulietin penalties. For enamphe, ohal ehideaied for necordiaeping vaalal der 34 CFERGLO10.415 lharmerly 35 CER
§E03,29), or far reponti A turmency transactian repon (CTR] don of 35 CF.R 010,311 {formerty 31
tiocof 3LCRR. § L0Z1.320 [for CRR. SIU121), or 3 répodt of fondign bank

C.RR.S103 XY, & fuipi
Get FirCEN News Updates i financial accounts [FEAR) in wralation of F.R GLOLO3S0 [formerly 31 CER. §10 EnCEN also takes enforcement actons against
Sty infosmied of updates to the oty seavices businesses [MEB4 for failure to register with FinCEM inviolatiom o 21 C FR SE002 380 formesly 31 CER. 5103 41]

FinCERN wihssel Enflcrcement dctinns for Fallure to Register as a daney Sendces Business

m 1 yous ane unable to downdoad o copy of an enforcoment acticn from FinCENs Web site, you may eequest that a paper copy be malled to

wia Bz (] ie-mail: Iro EF AL EN tone (il & faw reauwet B FINCEN'S lax aumbes ot 202-354-64 1 0008 [iiib 2 call e FinCEN'S Régulatory

Cryptocurrency Banking Crime Osint Investigation

Written by AML Toolbox

468 Followers - 136 Following

I write about investigating financial crimes and OSINT. Find me on Twitter at @al_ajnabi_
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Online tools for investigating corporates
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What Do AML Analysts Do?

A primer for the prospective analyst
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Jeff Bezos’s morning routine has long included the one-hour rule. New neuroscience says yours
probably should too.
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OSINT Techniques for Phone Number Investigation
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